
October 5th 2017

Building a 
Collaborative &  
Social Application 
Security Program
Joe Basirico VP of Services



We help our customers reduce their application security risk through

Education Assessment Services Process Guidance



Agenda
1. Mature security 

process 

2. Bug bounty 
program definition 

3. Security 
researchers

4. Rolling out a bug 
bounty program

5. Internal & External 
Messaging

6. Putting it all 
together



Application Security Maturity Timeline

Table Stakes

Internal

External

Security Training

Revise External 
Messaging

External 
Messaging

Internal Review

External Security 
Assessment #2

Automated Scan
(Tools)

Bug Bash

Fix/Re-test

External 
Assessment #1

Security Team 
Creation

Bug Bounty 
ProgramSDL Gap Analysis



Key SLDC Components

✓ Reactive Guidance & Proactive Training

✓ Internal Security Team

✓ Security Lead (CISO, Guru, Tzar)

✓ Security Review Team / Risk Assessment Team

✓ External Assessment

✓ Compliance & Data Risk Categorization and Discovery



Tools Software 
Assessment

Bug Bounty 

Start here:
✤ Types: SAST, DAST, 

WhiteHat
✤ Good for low 

hanging fruit
✤ Table stakes

Next Steps: 
✤ Shore up base level 

security
✤ Security Training
✤ Internal review of 

common issues

What to do:
✤ Types: Pen Test/Code 

Review
✤ Deep Vulnerabilities
✤ What does secure 

look like

Next Steps: 
✤ Respond to critical-

med issues
✤ Address & Retest
✤ Train using findings, 

no repeats

Value:
✤ Missed Basic 

Vulnerabilities
✤ Expert Critical Issues

Next Steps: 
✤ Revise internal 

processes
✤ Revise BBP
✤ Revise Rewards

Tools

Bug Bounty

Software 
Assessment



Bug Bounty Programs 
Recognition & compensation for responsibly reporting bugs

Strengths
✤ Lots of eyes
✤ Can be very powerful with the right 

incentives
✤ Getting popular and expected

✤ Apple
✤ Facebook
✤ Microsoft
✤ Google

Private BBPs

Public BBPs
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Bug Bounty Programs 
Recognition & compensation for responsibly reporting bugs

Strengths Weaknesses
✤ Lots of eyes
✤ Can be very powerful with the right 

incentives
✤ Getting popular and expected

✤ Apple
✤ Facebook
✤ Microsoft
✤ Google

✤ Can be overwhelming
✤ Invalid report submissions
✤ Timely response required
✤ Incentive to submit and see what 

sticks
✤ Can open you up to poor publicity
✤ Scoping issues



Bug Bounty Programs 
Recognition & compensation for responsibly reporting bugs

Strengths Weaknesses
✤ Lots of eyes
✤ Can be very powerful with the right 

incentives
✤ Getting popular and expected

✤ Apple
✤ Facebook
✤ Microsoft
✤ Google

✤ Can be overwhelming
✤ Invalid report submissions
✤ Timely response required
✤ Incentive to submit and see what 

sticks
✤ Can open you up to poor publicity
✤ Scoping issues

Conclusion: Important part of a mature secure process; roll it out when you’re prepared



What Security Researchers Want

Respect
✤ Professional Security Researchers 
✤ Giving you free testing
✤ Motivations can vary, but are not malicious

Rewards
✤ SWAG/Cash
✤ Interview Opportunity
✤ …more on this later

Results
✤ Set expectations for progress and response
✤ Create a secure line of communication
✤ Follow up! Do not drop the ball

✤ When will the issue be resolved?
✤ Will they need to verify the fix?
✤ When will they receive their reward?

Recognition
✤ Disclosure and public messaging
✤ How will you let your users know about the issue
✤ Acknowledgement & credit
✤ …more on this later



Disclosure Options

Open Disclosure

Immediate Release

Responsible Disclosure

Ever to be released?

Hard/Negotiable Timeline

No Disclosure - highest bidder

Immediate Release



Assume 
Communications Are 
Public
Instagram’s “Million Dollar Bug”

✤ Researcher felt slighted by Facebook’s 
response

✤ Wrote multi-page blog post about technical 
details and all communication interactions



How to Roll Out a Bug Bounty Program
Define your Bug 
Bounty Program Internal messaging External messaging



Pieces of a Bug 
Bounty Program

✤ Public or Private
✤ Private (invite only) can be a good first step

✤ Scope - define this well

✤ Terms

✤ Preferred submission process

✤ Timeline

✤ Platform 



Terms & Conditions

✤ What is a vulnerability

✤ How far should the researcher go to 
prove the issue

✤ CYA - Legal Team

✤ What if the issue is destructive?

✤ How much time do you spend trying 
to reproduce the issue?

The Google VRP is a great example



Let’s Talk Rewards



Incentives & Rewards

✤ Swag

✤ Fame

✤ Knuth Reward Check

✤ Hall of fame/Leaderboard

✤ Facebook “Whitehat” debit Card

✤ Cash rewards $0-$100,000

✤ Consider “cool” values ($31337 for top Google Reward)

✤ Interviews to your security team?



Preferred  
Submission Process

Only a recommendation; it’s important to have guidelines

E-mail encryption
✤ PGP
✤ SMIME
✤ Online secure mail

Web Delivery
✤ Secure dropbox
✤ Encrypted zip
✤ Secure collaboration software

Make this 
as easy as possible,
Like falling into a
“Pit of success”

Photo by Mounzer Awad on Unsplash

https://unsplash.com/photos/8yk3kJoGJ7E?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Internal Messaging



Let People Know

✤ Legal Team
✤ First contact should not be your legal team

✤ Marketing
✤ How to respond publicly

✤ What to say

✤ Senior Leadership
✤ Get buy-in, both for budget and message

✤ Engineering
✤ Set up timelines to respond and fix

✤ Security Team
✤ Get ready to prioritize, respond, and plan

Photo by Jason Rosewell on Unsplash

https://unsplash.com/photos/ASKeuOZqhYU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Make a Plan

✤ Who is the main point of contact?

✤ How quickly can you realistically 
respond?

✤ How quickly can you realistically 
remediate?

✤ What if a critical issue is 
reported?

✤ First Contact & Follow up

Stay organized

Photo by Vadim Sherbakov on Unsplash

https://unsplash.com/photos/osSryggkso4?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


External Messaging
Photo by matthaeus on Unsplash

https://unsplash.com/photos/zTsfXOZw6nY?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Contact address

security@

support@

bugs@

Security Pages

Disclosure Policy

Bug Bounty Program

Mydomain.com/security

Bug Bounty Hall of Fame

Website & e-mail



Social Media

✤ Announce your bug bounty program

✤ Reach out to all media platforms, even IRC ->

✤ Talk about your success

✤ Blog about announcements & submissions



Summary

✤ Do your research

✤ Self Assess: are you ready?

✤ Define your BBP

✤ Create BBP response team

✤ Roll out Internal Messaging

✤ Roll out External Messaging

Joe Basirico
VP of Services
jbasirico@securityinnovation.com
(206) 508-1001
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