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We help our customers reduce their application security risk through

Education Assessment Services Process Guidance




enda

1. Mature security
| process

| 2. Bugbounty

program definition

3. Security

researchers
| 4. Rolling out a bug
| ' bounty program

| | 5. Internal & External
gy Messaging

6. Putting it all
together
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Table Stakes
External Automated Scan External Security Training
Messaging (Tools) Assessment #1
> > > >
Internal
ity T Revise External
Internal Review Bug Bash Secur.1 y Seam CvinE BAEHE
Creation Messaging
> > > >»
External it Bug Bount
SDL Gap Analysis xternal Security Fix /Re-test ug bounty
Assessment #2 Program

> >

> >
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v/ Reactive Guidance & Proactive Training
./ Internal Security Team

v/ Security Lead (CISO, Guru, Tzar)

v Security Review Team / Risk Assessment Team
v/ External Assessment

v Compliance & Data Risk Categorization and Discovery




+ Types: SAST, DAST,
WhiteHat

+ Good for low
hanging fruit

+ Table stakes

Next Steps:

+ Shore up base level
security

+ Security Training

+ Internal review of
common 1ssues

amen VWhat to do:
+ Types: Pen Test/Code

Review

s SSQSSm nt * Deep Vulnerabilities

Next Steps:

* Respond to critical-

med issues
+ Address & Retest

ol b - What does secure + Train using findings,
look like no repeats
Next Steps:
Value + Revi 'Pt 1
R , , evise interna
%+ Missed Basic
s processes

Vulnerabilities
+ Expert Critical Issues

<+ Revise BBP
+ Revise Rewards




Bug Bounty Programs

Recognition & compensation for responsibly reporting bugs
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- Strengths

<

2013

Lots of eyes

+ Can be very powerful with the right

incentives

+  Getting popular and expected

+  Apple
“+ Facebook

<« Microsoft

+ Google

2016

200

Number of Bug Bounty Programs (bugcrowd)

-
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Recognition & compensation for responsibly reporting bugs

Weaknesses

+ Can be overwhelming
+ Invalid report submissions
+ Timely response required
+ Incentive to submit and see what
sticks
+ Can open you up to poor publicity

*  Scoping issues

IN TWO WEEKS RESEARCHERS

TYPICALLY FIND
CRITICAL UNIQUE TOTAL

VULNERAEILITIES VULNERABILITIES VULNERABILITIES
oty bugs ére aunometksa C owIsoucer securlty ProCUutes IEsuts 2 CIAC IS ZOnste Clve
} A0 MOLE SUDURLY respunss eain j i
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Recognition & compensation for responsibly reporting bugs

Conclusion: Important part of a mature secure process; roll it out when you're prepared



What Security Researchers Want @ INNOVATION

Respect Rewards
+ Professional Security Researchers + SWAG/Cash
+ Giving you free testing + Interview Opportunity

+ Motivations can vary, but are not malicious + ...more on this later

Results Recognition
+ Set expectations for progress and response + Disclosure and public messaging
+ Create a secure line of communication + How will you let your users know about the issue
+ Follow up! Do not drop the ball +  Acknowledgement & credit
+  When will the issue be resolved? + ___more on this later

+  Will they need to verify the fix?

+  When will they receive their reward?
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m Case #5: Tell me your bank account no. and I'll tell you how rich you are - blog.roysolberg.com —+

Disclosure Options

Case #5: Tell me your bank
account no. and I'll tell you how
rich you are

No Disclosure - highest bidder

Imme diate Release I'm sure you expect your bank accounts to be safe from prying
eyes. For a while other customers knowing my bank account
number could check my account balance.

tl:dr

The Norwegian bank Skandiabanken leaked the balance of other
customers' bank accounts. | also question parts of their session

Open Disclosure

Immediate Release

handling.
Responsible Disclosure

Summary

Ever to be released? Who Scendigbanien
Severity level. High
Reported: September 2017

- - - Reception and Very good

Hard / Negotiable Timeline handing

Status: Fixed



Assume
Communications Are

Pubhec

Rased on the interaciioms exparienced to date with Farehonk's secarisy team,
decisionis made to publish findings.

Instagram’s “Million Dollar Bug”

+ Researcher felt slighted by Facebook’s
response

+ Wrote multi-page blog post about technical
details and all communication interactions

D;c -
Alex Stamos Phones My Employer e 8
Larte in the evening, Facebook's CSO, Alex Stamos, contacts the CEO of the
company I work for. Alex explains the possibility of legal and criminal actiensif I
dono: camply with their dsmands, which incude keeping all findings secret.
AWS Kevpairs From sensu.instagram.com Reported -
With noreal clarificztion as to how the rules at
https:/ /www.facebook.com/whitehat wers b2ing interpreted, AWS keypairs end
S3 bucket access was reported asa third and final vulnerability to Facebook's
Whitehat program.

Dac 1
RCE in sensu.instagram.com Accepted For $2,500 S
©
Facebook acknowledges this valnerabilty, but splits it with my friznd who
originallv found the server Fzcebook states 'typically only reward the first
researchar tn rapart a valid isme to ns thrangh the homnty program, bt in this
case, we will be paying for related reports with different :nformation that helped
us track dovmn and fix this issue.'

Ocl 28
Response Received Regarding Weak Accounts on Ao o
sensu.instagrmn.com
The response from the Faczbook security team implies that I have gone outside
the scope of the Whizehat bounty program. No explanation is given for whzt about —
my vulnerability submission is out of scope. -
sensu.instagram.com Taken Offline or Firewalled r—
Around Oct 24th, remote access to this server isno longer possible.

Oct 22
RCE in sensu.instagram.com Acknowledged oo 25
Facebook confirms that they are investigating this vulnerability.

oct 21
RCE in sensu.instagram.com Reported oo a1

Vulnerability vith PoC sutmitted to Facebock's Whitehat program.

AWS Kaypairs From sensu.instagram.com Rejected

Facebeok contacts me viz the normal security support system. Facedock statas 'We
feelit's appropriate far you to wrize up vour process for finding and testing the
initial RCFE. on sansn.instagram.com, hut not any actions yon tonk after finding that
RCE!

Wealk Accounts on sensu.instagram.com Rejected - User
Privacy Violalion Claimed

After numerous messages back and forth with Facebooxs, and having my security
support case closed multiple times, Facebook finally gives the reason of 'user
privacy violadon' for rejecting this vulnerability.

Clarification Requested Regarding Tasting Scopz

Over the course of severzl weeks I songht to understand why the written rules
were different than the rules stated by Facebook's security team. This was naver
dearly resolved.

AWS Keypair From sensu.instagram.com Discovered and
Tested

While waiting for z reply from Facebook security regarding weax acconnts,
examined sensu.instagram com configuration further znd discoverad AWS
keypair. Keypair was discovered to provide access to a second keypair, and thus to
8o different Amazon 53 >udkets.

Weak Accounts on sensu.instagram.com Reported

Weak accounts reportad as a vulnerability to Facebook's Whitehat program.

Weak Accounts on sensu.instagram.com Discovered

Local Postgres UB for Sensu-Admin is accessed to enumerate accounts. 60
emplovee accounts are discovered, with at least 12 having extremely weak
passwards set.

RCFE in sensu.instagram.com Discovered




Define your Bug

Bounty Program

Internal messaging

External messaging



Pieces of a Bug N - \i
Bounty Program ? /\§<
\ _.

<« Public or Private

+ Private (invite only) can be a good first step

* Scope - define this well

+ lTerms
* Prefterred submission process
+ Timeline

%+ Platform \ ™ '




erms & Conditions

® O & www.google.com/about/appsecurity/reward-program/ < O ' i) 0 ]

m Program Rules - Application Security - Google

+* What is a vulnerability

+ How far should the researcher go to
prove the issue

* CYA - Legal Team
= What if the issue is destructive?

+* How much time do you spend trying
to reproduce the issue?

Google Application Security

Home Leaming Reward Programs Hall of Fame Research

Google VRP Patch Rewards Research Grants Chrome Rewards  Android Rewards

Google Vulnerability Reward Program (VRP) Rules

We have long enjoyed a close relationship with the security research community. To honor all the cutting-edge extemal contributions that help us keep our us
maintain a Vulnerability Reward Program for Google-owned web properties, running continuously since November 2010.

Services in scope

In principle, any Google-owned web service that handles reasonably sensitive user data is intended to be in scope. This includes virtually all the content in th
domains:

* *.google.com
¢ *.youtube.com
« *blogger.com

Bugs in Google-developed apps and extensions (published in Goaogle Play, in iTunes, or in the Chrome Web Store), as well as some of our hardware devices
Nest) will also qualify. See our Android Rewards and Chrome Rewards for other services and devices that are also in scope.

On the flip side, the program has two important exclusions to keep in mind:

¢ Third-party websites. Some Google-branded services hosted in less common domains may be operated by our vendors or partners (this notably inclu
zagat.com). We can't authorize you to test these systems on behalf of their owners and will not reward such reports. Please read the fine print on the p:
examine domain and IP WHOIS records to confirm. If in doubt, talk to us first!

¢ Recent acquisitions. To allow time for internal review and remediation, newly acquired companies are subject to a six-month blackout period. Bugs ref
sooner than that will typically not qualify for a reward.

Qualifying vulnerabilities

Any design or implementation issue that substantially affects the confidentiality or integrity of user data is likely to be in scope for the program. Common exar
include:

« Cross-site scripting,

.
_

The Google VRP is a great example



Santiago Lopez @santi_lopezz99 - Apr 18
I'm so happy that i bought my new #Mini #Cooper with the bug bounty money @@
Thanks again @Hacker0x01, your platform is great @#haokerone
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" Od 26
* Swag | ONADE LT o™ SHie”
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<+ Fame

<+ Knuth Reward Check

<+ Hall of fame/Leaderboard

+ Facebook “Whitehat” debit Card
%+ Cash rewards $0-$100,000

+ Consider “cool” values ($31337 for top Google Reward)

+ Interviews to your security team?




Preferred

Submission Process
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Only a recommendation; it’s important to have guidelines

E-mail encryption

+* PGP
<+« SMIME
<+ Online secure mail

Make this

'as easy as poss1ble

Web Delivery

Secure dropbox
Encrypted zip

Secure collaboration software



https://unsplash.com/photos/8yk3kJoGJ7E?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Internal Messaging




L.et People Know

+ Legal Team

+ First contact should not be your legal team

+ Marketing
+ How to respond publicly
+ What to say

* Senior Leadership

+ Get buy-in, both for budget and message

* Engineering

+ Set up timelines to respond and fix

* Security Team

+ Get ready to prioritize, respond, and plan

Photo by Jason Rosewell on Unsplash



https://unsplash.com/photos/ASKeuOZqhYU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Make a Plan
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+* Who is the main point of contact?

+ How quickly can you realistically
respond?

+ How quickly can you realistically
remediate?

« What if a critical issue is
reported?

+ First Contact & Follow up

Stay orgamzed

Photo by Vadim Sherbakov on Unsplash



https://unsplash.com/photos/osSryggkso4?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

matthaeus o Unsplash



https://unsplash.com/photos/zTsfXOZw6nY?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Website & e-mail & o




Social Medh

all your base
rolle> puistattaa oikein :D
mustikkasoppa> rolle luetko :D

kOOpa 2 en oo fonttia melkein koskaan sas

rolle> soppa joo ku oon kotona

Announce your bug bounty program s ok v s St Jushene

: n rmauten inspan nyt :P

kKOOpa> joo m& meen pelaamaan ->

Reach out to all media platforms, even IRC -> St G otk el

rolle> t&a on kiva

rolle> pinkki topichar<3
rolle> sininen aktiivisuus<3
Frozenball> pics?

mustikkasoppa> rolle mulle!

Talk about your success

rolle> http://193.64.18.251/~rolle/revolutionaryv3.t
:DDD
rolle> Frozenb: : &l haluut nahda ok
rolle> otanpa
o o rolle> sanokaa jotain #soppasella
BIO abOUt annOuncel I IentS & Su_bl I llSSlOnS rolle> niin tulee aktiviisuuskin t&han
Frozenball> juust
rolle> mustikkasoppa: hallaittaa mua kesamaalla :D
Frozenball
rolle> niin tu 1ailaitin varikin t&h&én :D

ikkoa :D

15:48:49 @rolle (+i) - 2:#frolleweb (+Cnt) 1:5 5:@#kesam
#rolleweb>
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* Do your research

+ Selt Assess: are you ready?
* Define your BBP

+ Create BBP response team

Joe Basirico
VP of Services

* Roll out Internal Messaging

_ basirico@securityinnovation.com
* Roll out External Messaging (206) 508-1001



mailto:jbasirico@securityinnovation.com

